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MLI:  To talk about societal resilience and how to build a more resilient 

society, we are pleased to welcome two guests: Elisabeth Braw, 

a visiting fellow at the American Enterprise Institute who focuses 

on emerging national security threats, such as hybrid warfare and 

grey-zone threats, and MLI senior fellow Marcus Kolga, one of 

the leading experts on disinformation in Canada and a world-re-

nowned human rights activist. Marcus is also the founder of MLI’s 

recent project, DisinfoWatch.org.

For our first question, perhaps we could start with Elisabeth. In 

your opinion, what are the primary obstacles for building a more 

resilient society?

Elisabeth Braw:

Thank you very much for having me here. The most important 
obstacle is that the West has so little experience on this issue. For 
30 years, and in some countries even longer, there has been this 
culture or mentality fostered by decision-makers and the rest of 
society that all you need to do is to look after yourself. That’s fine 
when there are no problems affecting the whole of society. But 
when there are indeed problems affecting the whole of society, 
it’s not enough to just go after your own happiness. You have to 
come together with your fellow citizens to help keep society safe.

That’s where we’re failing, and not just in a particular country 
but in every Western country. It’s not that people are somehow 
unsuited to it, whereas during World War II they somehow mi-
raculously became the greatest generation. No, we all have the po-
tential of making great contributions to society, we just need to be 
told how to do it, and the government and other civil society ac-
tors need to provide a framework for how we can do that. It’s not 
a structural problem; it’s what you might call a mechanical one.

MLI: In a way, we don’t have the muscle memory, right? We didn’t ex-

ercise that muscle of being resilient over the past 30 years, and 

we didn’t need to engage with a whole-of-society effort, and that 

makes us vulnerable at this stage.

Elisabeth Braw:

Yes, and it’s worth mentioning that the situation is better in some 
countries. Finland, of course, has maintained its general setup 
of total defence and Estonia has pursued a similar path, though 
maybe not as comprehensive as Finland. Latvia is also building up 
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total defence as well, and Sweden is resurrecting total defence. I 
myself grew up with total defence in Sweden, so even I have a bit 
of muscle memory of that. Those who are, let’s say, 30 years old 
and younger don’t have that muscle memory.

MLI:  The Swedish government sent these brochures to every house-

hold in Sweden about what to do in the case of a breakdown, 

including an invasion, right?

Elisabeth Braw:

Yes, the Swedish Civil Contingencies Agency update; in fact, a 
Cold War leaflet, but they updated it to include contemporary 
crises including cyber-attacks and so forth. And they sent it to ev-
ery household in the country by post, because if there is a cyber-
attack, you won’t be able to access your digital copy of the leaflet 
online. This was in May 2018, and when it was sent out, there was 
a lot of ridicule around the world because the Swedes seemed a 
bit paranoid. 

I remember speaking with certain government agencies in the UK, 
and I said, “Well, you know, I think it would be a great step for 
the UK to send out a similar leaflet, because people need to be 
prepared.” They said, “No, no. It would frighten people. It would 
panic.” Lo and behold, in 2020 a crisis arrived, and people were 
not prepared.

MLI:  Exactly. Marcus, what are the primary obstacles when building a 

more resilient society in your opinion?

Marcus Kolga:

I look at this problem obviously from a more Canadian perspec-
tive, even though I do have an Estonian background, so I under-
stand what’s going on there. I also keep an eye on what’s hap-
pening in the Nordic and Baltic countries, in Sweden, Finland, 
Estonia, and Latvia to a certain degree, in order to compare them 
to what Canada is doing.

Sadly, the current Canadian government has failed to even really 
acknowledge the problem. During the federal election in 2019, 
we did acknowledge it. We set up some infrastructure to deal with 
foreign interference and information warfare targeting the elec-
tion. That infrastructure remained in place for some three to four 
months in advance of the election. However, as soon as the elec-
tion was over, those institutions simply disappeared overnight. 
That leads me to believe that the current government sees disin-
formation and influence operations as strictly a problem that af-
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fects elections. In my view, that’s the primary obstacle that we face 
in this country in addressing the problem.

I think the other problem is that, because we’ve allowed this to go 
on for as long as it has, we haven’t followed our allies among the 
Nordic countries, the US, the UK, Taiwan, among others. Now, 
we’re facing growing polarization. And, in my everyday work right 
now with Disinfowatch.org, I’m keeping an eye on some of the 
narratives that are emerging. Foreign actors may have shifted to-
wards COVID-related and vaccine-related topics, but conspiracy 
theories continue to be the dominant narrative – and these actors 
are plugging into the uncertainty and the emotional situation that 
COVID has brought on in Canada. 

Those narratives are simply growing, and they are dividing our 
country more than ever. It’s polarizing us, and right now we’re 
not doing anything to address that. This deepening polarization, 
and the enabling effect that social media has in promoting those 
narratives, represent an existential threat to our democracy and 
society as we know it today. If we don’t address it and work with 
our international allies in addressing it, we’re in for real trouble.

MLI: Two things stand out from your comments. First, given how vast 

Canada is and the distribution of both physical infrastructure and 

identities across the country, it is very important to develop a 

strategy to deal with potential threats to society resilience. 

Second, Canada seems to be a playground for a variety of actors 

engaging in these information operations, including China, Rus-

sia, Iran and others, which has taken its toll. Could you elaborate 

a little bit on this?

Marcus Kolga:

There are two points on that. First, while Canada identifies itself 
as a middle power, I think we’re a little bit more than that. Canada 
holds a great deal of influence within international institutions 
like NATO, the G7, and the UN. We’ve taken some pretty strong 
actions; especially in the post-Crimea world, we’ve taken a very 
strong position on Ukrainian sovereignty over Crimea and Don-
bass. We have placed sanctions on Russian entities involved with 
that. We’ve adopted Magnitsky sanctions back in 2017, for exam-
ple. I think the Russians see Canada as a place where they can try 
to influence policy in hopes of influencing broader policy.

Second, Canada’s multicultural diversity introduces some signifi-
cant opportunities for some of these regimes to try to influence 
Canada’s foreign policy through those communities. For instance, 
there are 600,000 Russian speakers in Canada and well over a 
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million Chinese-Canadians. There are various different influence 
campaigns here. 

Certainly, Russian-language state-media seeks to influence those 
communities in hopes that they will then broadcast their views 
and that the government will change their policies to conform to 
those views. The same goes for the Chinese community in Can-
ada. Right now, we’re going through a fairly significant moment 
for the Chinese community, given Beijing’s new laws enacted in 
Hong Kong, its aggression against Taiwan, etc. There’s significant 
conflict brewing within the Chinese community, and I think that 
Beijing will want to take advantage of that.

MLI:  Elisabeth, let me turn to you with regards to disinformation/mis-

information and particularly the relationship between how we 

can counter these attempts at influencing our communities. How 

should we adopt a more proactive approach, rather than just re-

acting to the disinformation campaigns?

Elisabeth Braw:

I think the fundamental challenge that we have is the increas-
ing distrust of authorities, whether it be government authorities, 
political parties, or news media in our societies. In the past few 
years, there has been a tendency for people to pass around sala-
cious stories on the Internet, because they don’t really care. It’s 
essentially like reading tabloids. But when you read the tabloid, 
you read it and then you put in the recycling. But when you pass 
around and share links of similarly salacious content on the Inter-
net, you obviously poison the public discourse much more.

I think there has been growing awareness about this problem 
since 2016. The US election was obviously a wakeup call for lots 
of people, even though people in many parts of Europe had pre-
vious encounters with disinformation. But the US election was a 
wakeup call that disinformation, rather than being just a guilty 
pleasure, is a real threat to our societies. What do we do about it, 
other than acting more responsibly on the Internet? 

I think that the trust between ordinary citizens and news media 
can be restored. It is really broken in many cases, and people 
talk about mainstream media in a sort of a pejorative sense. News 
organizations should do what legislators do, which is to have an 
open house or office hours: a couple of hours each week or a 
couple of days in some cases where the legislators essentially are 
available to their constituents to talk about whatever the constitu-
ents are interested in. It’s not perfect, but it gives constituents ac-
cess to the MPs, and they realize that they do work for us. 
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I think news organizations should do the same thing. Obviously, 
they can’t have offices in every little town everywhere, but they 
could do sort of a national tour every now and then. Set up a 
pop-up office in various towns, and invite people to come in and 
talk to journalists and see how you make a TV show, see how you 
make a regular show, see how you make a newspaper or website. 
People would discover that actually it’s not that nefarious. It’s just 
people going about their work. There is great potential there.

Then, obviously, disinformation and information literacy should 
be taught more in school. Who could argue with that?

MLI: The idea of putting a human face to that non-descript media 

would probably increase the trust in people, so I think that’s an 

excellent idea. A very low cost if you think about it.

Elisabeth Braw:

A local citizen who came in to visit could then be invited to select 
the stories for the next day or segments in case of radio and TV, 
and they would realize that you have to make a decision between 
a wide array of news developments. And if something doesn’t get 
covered, it doesn’t mean that there is a conspiracy against it. It’s 
just that it competes with a large number of stories from around 
the country and the world.

MLI: Exactly. Marcus, you are one of the leading experts on disinforma-

tion in Canada. Could you give us a couple of ideas about how 

we can proactively deal with this problem, rather than just trying 

to react to whatever our adversaries are doing each time they 

launch a new information warfare operation?

Marcus Kolga:

Before that, I just want to pick up on a point that Elisabeth made 
about journalists. One of the things that I’m seeing is that con-
spiracy theorists often try to cast doubt on mainstream media and 
established journalists. Before COVID, I tried in some of my lec-
tures to humanize journalists. They’re constantly accused of hav-
ing biases, and quite frankly, journalists are human beings, and 
they do have biases, and we need to acknowledge that.

However, journalists are also professionals, the ones that work 
in mainstream media at large, international and national news-
papers and television; they are trained to put their biases aside. 
This is one of the things that I think we need to keep remind-
ing our citizens, certainly in Canada. While these biases exist, you 
can trust mainstream media and established media because they 
have policies in place – they have correction policies and editorial 
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policies that ensure that facts are being reported and not just wild 
opinions and conspiracies.

This, I think, needs to be part of a broader effort at digital media 
literacy training, and we should be looking at countries like Swe-
den and Finland as to how we start doing this at a very early age, 
because right now, we’re falling behind.

In Canada, we can start by establishing an independent office or 
agency that has the power to coordinate a whole-of-government 
and whole-of-society response to the problem of disinformation. 
Other countries are doing this, but in bits and pieces. The US is 
doing this, with the US State Department’s Global Engagement 
Center, which is doing quite a good job. The UK has developed 
policies to push back, and Taiwan, I think, is a great leader. We 
need to look at those countries. We should also be working with 
them to create a coordinated response among our allies, because 
there’s no point working on this alone or duplicating our efforts. 
This is a common problem that we see across the board.

One of the most important things that we need to start doing here 
in Canada is to address the problem with a greater degree of seri-
ousness. We need to acknowledge that what we’re engaged in is 
information warfare, and that the primary target is the undermin-
ing of our nation, our government, and society. Using terms like 
meddling or monkey business, for example, takes away from the 
seriousness of the problem.

It also requires that our government takes it seriously as a public 
safety issue, so ensuring that our response includes departments 
like public safety, national defence, and foreign affairs. Right now, 
it’s beyond me why the Department of Heritage, which is respon-
sible for culture in Canada, is primarily responsible for funding 
any sort of civil society and government response to this problem. 
If we continue approaching it this way, I’m not sure that we’re go-
ing to address the problem successfully.

MLI: I think this is a nice segue to another topic – that this should not 

be only a government effort. It needs to be a more broad-based 

effort. How can we involve the private sector and civil society?

Elisabeth Braw:

I remember a few years ago people started talking about the 
whole-of-government approach, and that felt very noble. The talk 
is still about whole-of-government, but the reality is our adversar-
ies deploy a much wider range of actors, so it’s totally insufficient 
for us to respond just with the government. Our governments are 
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small. Our governments don’t have the power to command the 
rest of society what to do, or tell them what to do, or in a crisis to 
tell them to take particular actions.

We need a whole-of-society approach, and that’s nothing new. 
That’s what total defence is based on. Somehow it seems new, 
now that we’ve been used to not doing very much for the common 
good for international security. And that, by the way, includes the 
private sector. The private sector hasn’t been asked to do any-
thing, apart from going out and making money and making more 
countries more prosperous. That’s a worthy activity, but now we 
need them to do more to help keep the country safe. 

Something that I’ve proposed, for example, is joint military-indus-
try grey-zone exercises where the armed forces and key compa-
nies would exercise defence against, and response to, grey-zone 
attacks, which can be anything from cyber-attacks to disruption of 
supply chains. At the moment, they don’t exercise for such things. 
If crises were to happen – and it did happen, not in a hostile way, 
but it did happen during the early stages of COVID-19 when coun-
tries weren’t getting personal protective equipment (PPE) – we 
can exercise for those things. One NATO member state is actually 
about to launch its very first exercise of this kind. That’s all very 
positive, and I think other countries will follow. I think it’s what 
we need, and not just as a crisis response when something hap-
pens but to demonstrate to our adversaries that we are prepared 
and that there is no point trying to attack our civil societies.

Short of exercises, I think there a lot of things that governments 
can do as well to involve the private sector. The very easiest and 
first steps they should take is to give regular consultations to not 
just risk managers, but to top executives so that they have a good 
understanding of national security threats. They can have those 
threats and developments at the back of their heads when they 
make commercial decisions. Currently, nobody can force them to 
have that as a decisive factor when they make commercial deci-
sions, because obviously their objective is still to satisfy sharehold-
ers. But at least they can have it at the back of their heads.

We need a whole-of-society approach, 
and that’s nothing new. That’s 
what total defence is based on.
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Starting with that, and all the way to grey-zone exercises by the 
armed forces and industry, I think we can achieve a great deal. By 
the way, it’s in the private sector’s interest to be part of the solu-
tion, because they are already finding themselves in the firing line 
of grey-zone attacks, so they know that something is happening. I 
think it is not just in their interest but very much something that 
they want to happen, for the government to reach out to them 
and invite them to be part of the solution.

MLI: Exactly. The idea that we need to sort of involve these private 

sector actors in developing these resilience policies, making them 

as partners rather than just being on the receiving end of the gov-

ernment diktat. Marcus, let me turn to you and get your ideas 

about how we can involve civil society, non-governmental organi-

zations, the private sector, and others.

Marcus Kolga:

If we’re talking about involving the private sector, I think we really 
need to start looking at tech, and we need to start engaging them 
immediate, especially in the Canadian context. Without their par-
ticipation and partnership in addressing the problem, we won’t 
be able to do this properly. Social media and specifically their 
algorithms – which is what feeds information, both good and bad, 
based on our biases, and which prey on our emotions – really do 
represent an existential threat to our societies. Currently, they’re 
the vehicles that are carrying conspiracy and disinformation war-
fare payloads created by both domestic and foreign actors into 
Canadian newsfeeds on social media.

If they don’t voluntarily regulate themselves, then I think we’re 
going to have to look at imposing some sort of regulation over 
their algorithms. What we really need them to do right now is to 
dial back the algorithms on disinformation and conspiracy theory 
narratives that we’re seeing right now. There is precedence to this. 

Taiwan has successfully done this. I spoke with their digital min-
istry Audrey Tang about a year ago. She explained that they are 
working with civil society and with the tech giants, specifically 
Facebook, to address disinformation. They are monitoring Chi-
nese disinformation attacks against Taiwan and alerting the min-
istries involved and Facebook as well. Facebook in turn agreed to 
dial back the algorithms on specific narrative when these sorts of 
information attacks are detected.

That means pulling it from the top of a newsfeed on anyone’s 
feed, but not censoring. Maintaining freedom of speech principles 
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but also controlling – and not amplifying – that narrative. I think 
this is something that we need to do. Clearly, Facebook has shown 
some openness to doing this. I think Twitter is being much bet-
ter. Google and YouTube remain extremely problematic. For in-
stance, YouTube is being used by the Russian government as the 
primary delivery platform for their state-media RT.

In Canada at one point, RT was available on basic cable networks 
and basic satellites, so in the most basic cable packages you could 
have RT automatically feeding propaganda into Canadian homes. 
The Russian government was actually paying our cable providers 
to do this. After some pushback, they’ve now bundled it with an 
international news package. In fact, I don’t think it’s even with 
the international news package. I think you have to specifically 
order it. 

I don’t think most Canadians would order Russian state-media as 
a standalone product, yet they’re able to get it on YouTube. The 
big problem with this is that YouTube is enabling that disinforma-
tion, but they’re also helping monetize it. They’re actually making 
money off foreign propaganda on these channels. 

I spoke with some of the people at Google last week, and we 
were looking at some of these issues, and one of the most im-
portant and most significant broadcasters of conspiracy theories 
right now, as part of Russia’s sort of disinformation ecosystem, 
is a Canadian website called globalresearch.ca. It was named in 
a recent State Department report about Russian disinformation, 
which even mentioned that they had at one point eight GRU of-
ficers writing for it. 

I knew that Google ads were being served on the website, and 
therefore helping financially support this conspiracy theory site. 
So I went on the website recently, and sure enough, Google ads 
are still being served on Global Research, a platform that has been 
clearly identified as part of Russia’s disinformation ecosystem. Un-
til tech giants like Google end their enabling of this sort of activity, 
I think we’ve got a lot of work to do. If we’re talking about the 
private sector, we need to start there first and foremost in address-
ing this problem.

MLI: I think it’s also crucial that these efforts to engage with and if 

necessary regulate the private sector is not seen as some sort of 

top-down bureaucratic effort to stifle private enterprise or free-

dom of expression. They should instead be seen as a whole-of-

society approach that involves the broader segments of society, 

through the engagement of the civil society institutions. That ac-
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tually serves, as Elisabeth highlighted, the common good.

Marcus Kolga:

Absolutely, and I would again point to Taiwan as a model of suc-
cess. Here is a country that has brought together private sector 
(Facebook) and is working directly with civil society. Civil society 
is very important to that entire defence mechanism that Taiwan 
has set up in detecting and monitoring foreign disinformation and 
informing the government of when they're seeing this happen.

This is something that Canada needs to look into, ensuring that 
there's some sort of an independent body or maybe a taskforce 
that looks into this issue, one that can be trusted. Any top-down 
sort of effort that has a heavy government hand in it is going to 
feed into the polarization that we're seeing now. We're that far 
gone, so I think conspiracy theorists would actually use that to 
help prove their point. Involving civil society is a critical part of 
any sort of defence that we develop here in this country at least.

MLI: I wanted to ask you both to come up with actionable policy rec-

ommendations on how to build a more resilient society and how 

to avoid failing to do so in the coming years. Let me start with 

Elisabeth. If you were sitting here today with Prime Minister Jus-

tin Trudeau and the NATO Secretary General, and if you were to 

give them one or two actionable policy suggestions on how we 

can increase our societal resilience and how we can build a more 

resilient society, what would that be?

Elisabeth Braw:

Well, of course I would propose grey-zone exercises for the armed 
forces and industry, not just because I came up with the idea, but 
because I think it’s really the most actionable one that individual 
countries can pursue. It also doesn’t require the commitment of 
a lot of money, because we have to remember that it’s difficult to 
commit major sources of funding, especially now that national 
coffers are drained. I think grey-zone exercises with industry and 
the armed forces would be a very productive way forward.

Another thing I would propose is resilience training. It’s some-
thing I have thought a lot about, and it’s not something that NATO 
can impose. But national governments can pursue it, and it would 
be for the benefit of all of NATO. It could be a three-week train-
ing course for teenagers or indeed for citizens of all ages, and it 
could be even set up so you could take the course either in your 
home country or in another NATO member state. That would not 
just increase resilience to a certifiable standard, because people 
would obviously learn and need to pass a test to complete the 
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course, but also it would bring citizens of NATO member states to-
gether in a way that has just never happened. As a result, it would 
increase cohesion within NATO, and I think increase appreciation 
of NATO within NATO member states. We have to remember that 
NATO support is, let’s say, of varying levels within the alliances. In 
some patriotic countries it’s quite significant, and in some coun-
tries not so high.

MLI: Marcus, let me turn to you with the same question. What would 

be your recommendations if you were sitting with the prime min-

ister today together with the NATO Secretary General, and what 

would your actionable suggestions on how to build a more resil-

ient society?

Marcus Kolga:

I could not agree more with Elisabeth’s points. I think coordinat-
ing overall a broader literacy training would be especially impor-
tant in order to reinforce that sort of resilience. There are other 
points where we can work internationally with our allies.

One of them is imposing a cost to this sort of activity. I think that 
to date – other than a few countries imposing sanctions – actors 
are able to engage in this sort of information warfare with com-
plete impunity. The US imposed sanctions on Yevgeny Prigozhin 
over the past couple of months. These are the sorts of things that 
we need to be doing on an international level. We now have the 
United Kingdom, the United States, the EU, and Canada who have 
all adopted Magnitsky human rights sanctions. Australia is com-
ing online soon, and I think Japan just recently held a hearing 
and are kicking off their own sort of process to adopt this sort of 
legislation.

If we work together, this tool can become very effective – if all of 
those countries were to impose sanctions on Yevgeny Prigozhin, 
for example, or anyone else who is known to be actively engaging 
in using information warfare to advance the interests of nations 
like Russia, like China, like Iran. This will start imposing a cost to 
that sort of activity, and it may make those individuals who are 
doing it think twice before they start engaging in that behaviour.

The other thing that we need to start doing is working together 
to support civil society and free independent media. The US has 
done this historically quite well with Voice of American and Ra-
dio Free Europe, though unfortunately those institutions have be-
come quite politicized over the past several years, especially right 
now. I think with the new Biden administration, this should be 
one area that we look at.



Combatting information warfare and building a resilient society13
S T R A I G H T  T A L K

The US does this very well through those institutions. Current 
Time TV offers a very good opportunity to sort of push back and 
start beaming pro-democracy narratives and the truth back at Rus-
sia. We should be doing the same with China. For Canada, we 
have some very good experience with ethnic media and third-lan-
guage media as well, and we can possibly work with countries like 
the US and the EU on it.

The other point is to coordinate a cyber-strategy to defend our-
selves against this information warfare and to cooperate amongst 
each other to approach the digital giants and social media. I think 
that if we work together and push back, the social media giants 
will have no other option than to listen and to work with us, rath-
er than individually. Those are sort of three ideas that I might 
propose to the prime minister and NATO.

MLI: Excellent. I cannot agree more with both of your suggestions on 

how we should proceed, and in particularly ask that we should 

start imposing costs on those that are waging this warfare against 

our societies. This has been a great conversation. I would like to 

thank you both for taking the time to sharing your views.
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